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ABSTRACT: The movement to e-government is basically about changing the way people and 
businesses interact with government. Kuwait, like any developing country, is currently launching 
major e-service projects aiming at improving government processes, connect government to citizens, 
and build interactions within the civil society. The e-services category of e-government applications 
enables interactions and relationships between the government and citizens, through which the 
latter gain access to a range of public services. However, the implementation process of e-services 
involves many factors of risk that could threaten the success of the process. Therefore, an effective 
risk management process is an important component of a successful information security program. 
This paper investigates and discusses the possibilities of e-services risk areas and assesses the 
security and privacy protection issues in some ministries in Kuwait. The results show that the total 
average percentage of applying security and privacy issues in the studied ministries is moderate. 
The Ministry of Communications (MoC) has the highest percentage of applications, whereas the 
Ministry of Trading and Industry (MoTI) has the lowest. Physical security is the highest applied 
variable, while prevention of unauthorized access is the lowest one. 
Keywords: Risk assessment, E-services, Security and privacy issues, State of Kuwait. 
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INTRODUCTION within the public sector has primarily been 
concerned with moving away from traditional 

The introduction of e-serVlce solutions information monopolies and hierarchies. E­
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service remains a challenge to both citizens 
and public sector. The uses of Infonnation 
and Communication Technology (lCT) offer 
significant advantages, however, it also require 
a much greater emphasis on security and privacy 
by governments, businesses, other organizations 
and individual users, who develop, own, provide, 
and manage e-services. To be successful, e­
government projects must build trust within 
agencies, between agencies, across governments, 
and with businesses, NGOs and citizens (Lanvin, 
2002). Trust in business-to-consumer (B2C) e­
commerce IS more difficult to establish than 
in traditional business, since there are even 
more barriers to overcome (Wang, 2003). The 
study of the trust in e-services usually focuses 
on issues of security and privacy in trusting 
the government with information provided or 
shared online. Trust culture refers to leadership 
trust, public-employee trust, and civic trust. 
Public-employee trust affects the response of 
public administration workers to the shift to e­
government. Public employees may be especially 
threatened by online services replacing their job 
responsibilities. Civic trust culture refers to the 
pattern of behavior of the people and Civil Social 
Organizations (CSOs) in trusting the public, 
private and corporate sectors in bridging the 
digital divide and citizens' trust of governments 
in providing accurate infonnation and using 
the information against them (Brown, 2002). 

The problem lies on the level of security and 
trust offered and guaranteed by ICT providers. 
In this work, two risk elements (security and 
privacy) were discussed and evaluated in 
selected five Kuwaiti ministries and 11 public 
organizations (two in each ministry and three in 
ministry of awqaf). The evaluation was based on 
a questionnaire developed based on the terms 
suggested by Harvard CID (2002), APEC (2000), 
and NECCC (2000a, b). 

RISK AREAS IN E-SERVICES 

E-service can be any kind of software 
that offers a service to its end-users by using 
Internet connectivity. It relies on a permanent 
Internet connection and uses network-enabled 
smart devices as its endpoints and points of user 

interaction (Solange, 2004). Experience from the 
electronic commerce/business domain and the 
relevant literature shows that some researchers 
have attempted to classify risks in all sorts of 
high-level categories according to the nature 
of the risks. For Example, NECCC (2000b) 
categorized risk elements in e-commerce/e­
government into eight high-level areas, as 
follows: 1. Leadership/Governance; 2. Privacy; 
3. Security; 4. Technology; 5. Legal Readiness, 
6. Customer Readiness and Accessibility; 
7. Applications; and 8. Competencies. 

The Treasury Board of Canada Secretariat 
(TBCS, 2001) classified the risks influencing an 
organization as follows: Political, Economical, 
Social, and Technological. Tchankova (2002) 
proposed seven different classes of risks, 
namely: Physical, Social, Political, Operational, 
Economical, Legal, and Cognitive environment. 
Liebennann and Stashevsky (2002) distinguished 
five different areas of risk in the e-commerce 
field, which are: i) financial, ii) physical, iii) 
psychological, iv) social, and v) technological. 

Stoneburner, et al. (2001) suggested a risk 
assessment methodology to encompass nine primary 
steps, as follows: 1. System Characterization; 2. 
Threat Identification; 3.Vulnerability Identification; 
4. 	Control Analysis; 5. Likelihood Determination; 
6. Impact Analysis; 7. Risk Determination; 
8. Control Recommendations; and 9. Results 
Documentation. 

Evangelidis (2004) discussed the risk 
in e-government and provides high-level e­
government risk factors classification. These 
factors are: 
1. 	 Societal - referring to the risks that usually 

affect the way people live and interact in the 
society; 

2. 	Technical - such risks arise from the way 
information and communication technologies 
are used in order to serve the purposes a 
particular project is meant for; 

3. Economical -	 where financial related risks are 
indicated; 

4. 	Political - here risks that erupt from government 
policies/decisions are discussed. It has to be 
stressed here that under the 'political' risk 
umbrella the legal-related risks are also 
included; and 
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5. 	Security - Since security has a major importance 
in e-Government, projects it has to have a risk 
class on each own. 

Furthennore, he proposed a novel risk 
assessment framework for e-services in the public 
administration. 

SECURITY AND PRIVACY 

The security and integrity of business 
transactions, privacy of data, and confidentiality 
of records are key concerns for citizens and 
businesses (IRMC, 2001). In general, "Security" 
is defined as protecting e-government sites from 
attack and misuse, while "Privacy" is defined as 
protecting personal infonnation the government 
collects about individuals (Lanvin, 2002). The 
following is detailed description of each and 
their associated risks. 

Security 
Security is concerned with the protection 

from intended and unintended breaches that 
would result in the loss or dissemination of data 
(NECCC, 2000a). As citizens and businesses 
submit more infonnation to governments over the 
Internet, the risk of it being stolen increases. User 
IDs, passwords, credit card numbers, bank account 
numbers, and other such data are transmitted 
over the Internet and stored electronically in e­
government applications. The associated security 
risks (NECCC, 2000b) are: 
- Proper authentication of parties may not exist; 
- Denial of participation in transactions may 

occur; 
- Threats exist such as viruses and hacker attacks; 
- Programs or data may be introduced, modified 

or deleted without authorization; 
- Sensitive information may be disclosed without 

authorization; and 
- System availability may be hampered. 

Privacy 
The assurance that infonnation provided 

for a specific transaction will not be used by 
the recipient for purposes not authorized by 
the provider. The privacy concern is: How do I 
know what you are going to do with my data? 
Governments collect information on individuals' 

identity and finances. Governments also collect 
certain infonnation electronically from private 
companies. This includes statutorily required 
corporate filing information, tax information, and 
regulatory information. Governments need to 
protect citizens' privacy or the public may lose 
confidence in e-government (NECCC, 2000a). 
Even before the advent of e-government, some 
government entities made a practice of selling 
infonnation about citizens. The associated 
privacy risks (NECCC, 2000b) are: 
- Privacy policies/laws may not be consistent; 
- Organizations may fail to comply with privacy 

policies/laws; 
- Frauds such as theft of identity may occur; 
- Access to data may be inappropriately granted 

or refused; 
- Sensitive information may be disclosed without 

authorization; and 
- Litigation and legal liability may increase. 

Security and Privacy in E-services 
Over the past decades, major companies 

have used web services (i.e. Internet-enabled 
services) and e-services (network-enabled 
services) interchangeably. E-services have 
different meanings to technical people and to 
business people. From a business context, e­
services are described as an emerging paradigm 
that offers increased efficiency, enhanced services 
and stronger customer relationships through 
Internet-enabled applications that are reusable 
and customizable to user needs. From a technical 
point of view, standards based e-services refer to 
a set of programming standards that makes the 
interplay between different types of software over 
the Internet happen without human intervention 
(Korba, et al. 2006). 

Brown (2002) studied the trust in e­
government and focused on issues of security 
and privacy in trusting the government with 
infonnation provided or shared online. He studied 
the trust culture, in assessing international, 
collaborative initiatives and the establishment of 
e-government through leadership trust, public­
employee trust, and civic trust. Korba and Kenny 
(2002) described an architecture employing a 
rights management approach for the management 
of individual privacy rights as expressed by 
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European Union privacy principles. Their work 
goes on to provide some details as how to meet 
the requirements for privacy rights management 
(PRM). 

Bellman, et al. (2004) examined three 
possible explanations for differences in Internet 
privacy concerns revealed by national regulation: 
cultural values, Internet experience and privacy 
preferences. They concluded that consumers 
in countries with sectoral regulation have less 
desire for more privacy regulation. Hong and 
Landay (2004) addressed the difficulty of 
designing ubiquitous software applications that 
are privacy-sensitive or that help the user to 
manage his/her privacy. Yee and Korba (2004) 
examined how an e-service client can be assured 
that the e-service provider with whom he/she is 
interacting complies with his/her privacy policy. 
The client's privacy policy specifies what private 
information the client is willing to give up and 
the conditions for access to the information (e.g., 
the provider can only have access during week 
days). The provider's privacy policy specifies 
what private information the service requires and 
the conditions that govern the provider 's access 
to the information. The e-service can only be 
engaged if the client's privacy policy matches the 
provider's privacy policy. 

Asgarkhani (2005) studied some of the key 
aspects of electronic government and e-Service. 
He examined the value and the effectiveness of 
e-Services within the public sector with a focus 
on four specific facets of effectiveness. These 
are: the view of management and ICT strategists; 
social, cultural and ethical implications; the 
implications of lack of access to ICT; and the 
customers' /citizens' view of the usefulness and 
success of e-Service initiatives. Farahmand, et al. 
(2005) provided a management perspective on 
the issues related to security in e-commerce, the 
important issues confronting managers, security 
enforcement measure/techniques, and potential 
threats and attacks. They also developed a 
scheme for probabilistic evaluation of the impact 
of security threats that might be used to assess the 
probability of success of attacks on information 
assets in organizations, and to evaluate the 
expected damages of these attacks. 

Korba, et al. (2006) described some of the 

driving forces and approaches for the development 
and deployment of privacy architectures for e­
services, as well as presented several privacy 
information flow scenarios that can be applied for 
assessing privacy architectures. 

Security and Privacy Assessments 
Risk assessment is the first process in the 

risk management methodology. Organizations 
use risk assessment to determine the extent of the 
potential threat and the risk associated with an IT 
system. The output of this process helps to identify 
appropriate controls for reducing or eliminating 
risk during the risk mitigation process. Risk 
analysis is a method of identifying vulnerabilities 
and threats, and assessing the possible damage 
to determine where to implement security and 
privacy safeguards (Stoneburner, et al. 2001). 

METHODOLOGY 

The methodology used for this analysis 
consisted of a survey in organizations from 
five Kuwaiti ministries. A questionnaire was 
distributed and follow-up interviews conducted 
with at least two members in each organization. 
In a few cases more than two members from 
the participating organization were interviewed. 
All the interviews were conducted in a face-to­
face setting in the location of the interviewee's 
workplace. The duration of the interviews ranged 
from few minutes to half an hour. Although 
data collection was made mainly through semi­
structured interviewing, additional data was 
obtained through study of websites, and various 
other secondary sources. 

Assessment Tool 
In this study, a questionnaire developed 

based on the terms suggested by Harvard CID 
(2002), APEC (2000) and NECCC (2000a, b) was 
distributed. The questionnaire consisted of 18 
questions to investigate the participants' opinions 
towards the security and privacy issues in their 
organizations. The questionnaire contents are listed 
in Table 1. 
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1. 

Table 1. 

(lCT) projects. 

2. 	 We have the technological infrastructure and competencies 

to engage in e-government initiatives. 

3. 	 E-government are comprehensively and 

regularly tested and reviewed to assurance 

that controls are and effective. 

4. 	 On to ensure that 

5. 	 are properly 

6. 	 The disaster recovery planning deals 

with and is reviewed regularly 

7. 	 Individual access to and infonnation is 

properly controlled. 

8. gaps.There is a 

9. Security and procedures are 

documented and shared with and third 

parties that have access to data or facilities. 

10. 	 An infonnation systems manager has been 

nominated and is out activities in accordance 

with government 

11. Risk assessments for information are regularly 

to to to the system or 

operating environment. 

12. 	 responsibility within the 

afe held accountable for it. 

13. is conducted for all 

14. 	 to offer protection 

15. 	 Our is sensitive to customer concerns 

and security, and 

complying with clear policies and 

16. 	 to allow secure 

communication across the Internet, protecting the 

traffic from leak or modification. 

17. 	 There are ~Ull"IC;~. plans and procedures applied 

strictly within the organization. 

18. 	 Our Internet solutions are flexible to contain rapid 

their 
Likert-type 
- Don't 

variables, as follows: 
- Physical 

16, 17 and 18). 
- Protection of 

periodic backup and 
critical 
(Questions 1,3,4,9, 10, 11, 1 
17). 

- Prevention of access (Questions 
1,3,4, 10,11,12 and B). 

- Detection (Questions 3, 6, 
10, 11, 14,16 and 18). 

security breaches to 
authority 
12). 

criteria, 
on percentage 

f"..LV"'ULUA" of employees using 
to the participant 
public organizations 

a plan e-government 
applications. for applying these 
plans is 10 years. Eleven public 

were selected 
up of employees from 

of Internet 
organizations was 
organizations have 

100 of employees. 
the questionnaire were 

organization), 

questionnaires 
one hundred 
(49%). The 

and 
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Table 2. Number of Questionnaires Received. (Me) has the highest percentage (64%), whereas 

Ministries Number Percentage (MTI) has the lowest percentage (38%). 

Analysis and Discussion 
Analysis of the results indicated that 

participants have positive perception about the 
relative importance of security and privacy 
within their organizations. Thus, the majority 
of the survey participants perceived that their 
organizations have effective techniques to offer 
protection from threats, including viruses, and 
hackers, and that individual access to systems 
and information is properly controlled. These 
perceptions towards the study variables vary 
from ministry to another as follows: 

Analysis Regarding to the Whole Ministries 
The participants agreed that: 

a- "The organization's disaster recovery planning 
deals with e-govemment issues and the 
ongoing security training" are insufficient 
and applied only with (43%); 

b- "The individual access to systems and 
information" is properly controlled by (66%); and 

c- "The effective techniques are in place to 
offer protection from threats, including viruses, 
and hackers" by (73%). 

Ministry of Communications 

(MC) 


Ministry of Trading and 

Industry (MTl) 


Ministry of Education (ME) 


Ministry of Awqaf and 

Islamic Affairs (MAlA) 


Ministry of Finance (MF) 


Total of participants 


21 

21 

21 

28 

15 

106 

53 % 

53 % 

53 % 

47 % 

38 % 

49% 

RESULTS AND DISCUSSION 

Assessment Results 
To assess the appropriateness of security 

and privacy issues in Kuwaiti ministries under 
study, the average of the "completely agree" 
and "agree" answers were taken. The results 
show that the average of participants' agreements 
regarding to applying security and privacy issues 
in Kuwaiti ministries under study is 54%, whereas 
22% don't know and 34% disagree or completely 
disagree as shown in Table 3. 

The participants' opinions towards applying 
security and privacy issues are shown in Table 4, 

Table 3. Participant's Answers. 

Completely Agree Agree Don>t know Disagree Completely disagree 
16% 38% 22% 14% 10% 

Table 4. Percentage of Applying Security and Privacy Issues in Kuwaiti Ministries. 

Q.No. Moe (21) MoTi (21) MoE (21) MoA (28) MoF (15) Av.% 

I 0.71 0.43 0.48 0.57 0.47 0.53 

2 0.52 0.29 0.48 0.82 0.67 0.56 

3 0.48 0.48 0.43 0.39 0.47 0.45 

4 0.62 0.43 0.71 0.50 0.67 0.59 

5 0.57 0.33 0.48 0.43 0.40 0.44 

6 0.52 0.29 0.48 0.46 0.40 0.43 

7 0.81 0.62 0.48 0.71 0.67 0.66 

8 0.62 0.38 0.48 0.61 0.53 0.52 

9 0.57 0.29 0.48 0.43 0.67 0.49 

10 0.62 0.33 0.62 0.39 0.40 0.47 


II 0.52 0.38 0.38 0.39 0.53 0.44 


12 0.67 0.48 0.52 0.61 0.73 0.60 

13 0.48 0.38 0.38 0.36 0.53 0.43 

14 0.86 0.43 0.67 0.82 0.87 0.73 


]5 0.67 0.33 0.67 0.57 0.87 0.62 

16 0.8] 0.29 0.57 0.54 0.80 0.60 


17 0.76 0.33 0.71 0.68 0.73 0.64 

]8 0.67 0.33 0.67 0.54 0.67 0.58 


Av.% 0.64 0.38 0.54 0.55 0.61 54% 
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to Individual Regarding to Variables 
to palticipants' agreements, The questions on each 

is 87% in (MF) and were grouped. The results 
in (MTI) as shown in is a significant variation in 

variables among the 
Table 4. Answers. 

Highest a21:eelnellt Lowest 

.. Effective techniques are to offer· E-government systems are and 
from threats, viruses tested and reviewed to 

and hackers. that controls are present and effective. 
.. is conducted for all 

relevant personnel. 

86 	 48 

• 	 Individual access to systems and information .. 
is properly controlled. 

• 

.. 

.. 

62% 
.. Ongoing monitoring is npr1:rlrrn to ensure .. 

that unauthorized system have not 

occurred 
.. There are security and 

within the 

71 

• 	 We have the infrastmcture .. 
and competencies to engage in e-
government initiatives. 
Effective techniques are to offer 
protection from viruses, 

and hackers. 

82 

• 	 Effective techniques are 
protection from threats, 
and hackers. • 

• Our organization is sensitive to 
concerns about 

security. and addresses them 
with clear policies and 
topics. 

We have the infrastructure and 
pl+,PoN"\Ipll" engage in e- government 

initiatives. 
The organization's disaster recovery planning deals 
with e-government and is reviewed regularly. 
Security policies, and procedures are 

documented and shared with personnel and third 
parties that have access to systems, data or facilities. 
Effective to allow secure 

communication protecting 
the traffic from laPPfClPrJI3te leak or modification. 

29 

Security is a within the 

organization, and accountable 

for it. 
Ongoing security is conducted for all 
relevant personnel. 

38 

is conducted for all 
relevant 

36 

E-government are properly 
authorized and tested 
The organization's disaster recovery pJanning deals 
with e-government and is reviewed regularly. 
An information security manager has been 
nominated and is out activities In 

accordance with government guidelines. 

% 87 	 40 

trust 
same 
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vanatlOn within the nuOlstries ranged between 
5% as in (MC) and 10% as in (MA). Among 
all the ministries, it ranged between 18% as in 
"Prevention of unauthorized access" and 28% 
as in "Protection of information", as shown in 
Table 5. The variables of Physical Security and 
Protection of Information are the highest applied 
variables with a percentage of 56%, while the 
lowest variable is Prevention of Unauthorized 
Access at 51 %. 

Table S. Percentage of Applying Security and 
Privacy Variables. 

Variables (MC) (MTI) (ME) (MAlA) (MF) Av.% 

Physical 65% 38% 55% 58% 63% 56% 
security 

Protection of 66% 38% 57% 54% 65% 56% 
information 

Prevention of 61 % 43% 50% 48% 54% 51 % 
unauthorized 
access 

Detection 65% 38% 52% 53% 60% 54% 
of security 
breaches 

Procedures 62% 37% 51 % 57% 58% 53% 
for reporting 
security 
breaches 

CONCLUSION AND RECOMMENDATIONS 

Some organizations in kuwait use web 
servers to provide information or services to the 
public. These Web servers are typically considered 
to have greater risk because at any point along 
the connection, network traffic can be monitored. 
Attackers who are able to compromise one of 
these systems on the network might use that 
compromised system to gather any confidential 
information about the user. 

From the study results, it can be concluded 
that the total average percentage of applying 
security and privacy issues in the studied 
Kuwaiti ministries is moderate. The Ministry 
of Communications has the highest percentage 
of applications, whereas the Ministry of Trade 
and Industry has the lowest. Physical security 
is the highest applied variable, while prevention 
of unauthorized access is the lowest applied. 
Organization's disaster recovery planning deals 
with e-government issues and the ongoing 
security training have insufficient applications 

(43%). On the other hand, individual access to 
systems and information is properly controlled 
(66%), and effective techniques are in place to 
offer protection from threats, including viruses 
and hackers (73%). Physical security and 
protection of information are the highest applied 
variable with a percentage of 56%, and the lowest 
applied variable is prevention of unauthorized 
access (51 %). 

FUTURE WORK 

The e-services risk areas in public 
organizations in the State of Kuwait is still not 
clear due to the inclusion in this study of only 
two variables. More investigations are needed to 
study other variable, such as information security, 
management skills and leadership. In addition, 
successful implementation of e-government 
strategies requires the establishment of special 
e-culture as an important component of these 
strategies. 
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